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Introduction
Buy now, pay later (BNPL) is rapidly gaining momentum in many markets around the world. More than 100
BNPL providers have emerged globally, igniting a land-grab for merchant and consumer adoption. In the U.S.
alone, one in four consumers (26%) have used BNPL at least once in the past six months, rising to 51% of Gen Z
and 42% of millennial shoppers, according to 451 Research’s Q3 2021 Voice of the Connected User Landscape
(VoCUL) survey.
As is always the case in payments, with growth comes fraud. BNPL providers are quickly finding that their
account opening flows are being targeted by fraudsters. Concerningly, the emphasis on user-base expansion
and rapid scale has led many BNPL providers to prioritize growth over fraud prevention, leaving multiple blind
spots and entry points for exploitation. This has exacerbated the problem and left the door open to losses and,
inevitably, regulatory scrutiny.
Getting a handle on BNPL fraud during a period of accelerated growth requires a strategy that doesn’t
compromise the user experience. Focusing on digital identity is imperative to better understand user intent and
the risk level associated with each interaction, while minimizing friction. Without a complete understanding of
the identity behind each user, BNPL providers will be challenged to fend off growing instances of new account
fraud and account takeovers (ATOs).

PL usage over the past 6 months
Figure 1: Consumer BNPL Usage Over the Past Six Months
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The Take
As the BNPL market accelerates, fraudulent activity and losses will follow. While the financial repercussions
are problematic, the long-term consequences are even more concerning. Fraud jeopardizes consumer trust
and may ultimately undermine the long-term potential of the BNPL ecosystem. Furthermore, the growth – and
fraud challenges – associated with BNPL are inviting regulatory scrutiny, including from the Consumer Financial
Protection Bureau in the U.S. and the Financial Conduct Authority in the U.K. BNPL providers need to shore up
fraud prevention and account opening processes before regulators begin to take more drastic action.
Aside from improving consumer education on security best practices, BNPL providers must take steps to
enhance their understanding of the identity associated with each user interaction and the extent to which
it can be trusted. Layering in approaches such as device fingerprinting, behavioral biometrics and location
analysis helps to build a more comprehensive understanding of the risk level associated with each user.
Through a deeper understanding of users’ digital identities, BNPL providers can make more informed and
accurate decisions during onboarding, login and payment. Aside from stopping fraud, this can also help to drive
down false decline rates.
Ultimately, leveraging identity data in conjunction with a digital identity network puts BNPL providers in a
position to better secure the end-to-end customer journey without compromising the user experience. BNPL
providers should consider aligning themselves with partners that have built robust identity networks because
they will be in a strong position to compare user attributes to similar attributes – and associated outcomes –
previously seen across their network.
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Unpacking BNPL Fraud
Fraud has become a growing concern with BNPL. There are two primary factors that make BNPL an
attractive target for fraudsters:
– Simplicity of account opening: BNPL providers pride themselves on the ability for users to create
accounts quickly with limited personal information. There is generally no credit check (many BNPL users
have thin-file or no-file credit histories), and providers often fear being too stringent during onboarding to
avoid turning new users away at a time when scale is critical. Adding to the challenge, criminals can often
go undetected using the same information to open multiple accounts across multiple BNPL providers.
– Deferred payments: BNPL providers generally only take a portion of the total payment amount up front.
This leaves the door open for bad actors to make one payment and disappear. Since payments are smaller
and often spread out over six to eight weeks, a cardholder whose card is being fraudulently used in a
BNPL account may not notice for an extended time, and long after the fraudster has caused significant
financial damage.
Most BNPL fraud is occurring at the account opening stage, where fraudsters are exploiting poorly protected
application processes. Limited information collection and lack of credit checks have resulted in a breeding
ground for new account fraud and synthetic identity fraud. This has created an attractive way for fraudsters
to leverage stolen payment credentials obtained through data dumps on the dark web.
Account takeovers represent another pertinent issue. Because charges only occur every several weeks, it
may take longer for consumers to realize their account has been taken over. Adding to the challenge, Gen Z
consumers – the most widespread users of BNPL services – have the worst online security hygiene of any
generation, with 1 in 10 stating they do nothing to protect their personal information online, according to our
Q2 2021 VoCUL Trust & Privacy survey.
Both new account fraud and ATOs result in chargebacks for BNPL providers. The negative implications
of this are many, including chargeback fees, losses, operational distractions and higher processing rates
the BNPL provider must pay to its payment service provider (thus reducing its margins). Failure to prevent
fraud also undermines consumer trust – a factor that already ranks as a top five inhibitor to BNPL adoption,
according to 451 Research’s Q3 2021 VoCUL survey. Further, excessive fraud may also result in damage to
BNPL providers’ merchant relationships, given the propensity of consumers to place the fraud blame on
the merchant, regardless of which party is at fault. It’s also plausible that unsavory BNPL users may abuse
merchants’ business policies (e.g., return abuse), driving up their operational costs.
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Figure 2: Adoption Inhibitors for BNPL
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The true challenge for BNPL providers comes in ramping up fraud-prevention processes without compromising
their user experience and approval rates. Successful execution requires establishing a level of trust in each
interaction at each customer touchpoint.

Source: 451 Research's VoCUL: Connected Customer, Quantifying the Customer Ex perience 2021
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Trust is predicated on an understanding of identity. Harnessing a combination
of identity signals (e.g.,
geolocation, account age, trusted ID, login velocity), augmented with device fingerprinting and behavioral
biometrics inputs, enables BNPL providers to make more informed decisions during onboarding, login and
payment. Incorporating user behavior inputs (e.g., has the user ever spent this much before? Shopped at this
merchant? Been associated with this IP address?) is also imperative to identify ATO scenarios.

Digital identity networks help BNPL providers take action on identity data. They help to establish trust by
determining the behavior and outcome associated with the same (or similar) combination of identity attributes
that have appeared elsewhere in the network. For example, if an email address or mobile device has been used
with combinations of different identifiers (e.g., address, phone number) and behaviors at other businesses, this
may be flagged as suspicious identity. Similarly, a U.S.-issued debit card added to a new BNPL account from a
user with a Brazilian IP address could be indicative of new account fraud.
A key benefit of an identity-based approach to fraud is precision targeting of individual instances of suspicious
or abusive behavior. This helps preserve the user experience for good customers by ensuring friction is only
introduced when risk levels warrant it. For instance, a login with a suspicious identity can be stepped up
with behavioral biometric inputs (e.g., keystroke analysis), which are less intrusive for the user and can help
prevent fraud stemming from stolen account credentials (e.g., passwords, traditional PINs) and SMS onetime passwords (e.g., via phishing, SIM swapping). Digital identity has similar applicability for merchants. BNPL
providers can use digital identity to help their merchants better identify repeat abusers of business policies
(e.g., returns) and dynamically present them with more stringent policies (e.g., no free returns).
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Conclusion
For BNPL providers to build sustainable, long-term growth, they must start by creating trusted interactions at
every step of the customer journey, from account opening to login to payment. Failure to generate trust will
increase regulatory pressure and compromise their customer relationships, bottom line and market potential.
With much of BNPL fraud occurring at account opening, BNPL providers need to develop a more complete view
of each user interaction. Given that data collection is limited during enrollment, BNPL providers must rely on
digital identifiers to build a more robust view of the level of risk associated with each interaction. Behavioral
biometrics and device fingerprinting harnessed in conjunction with digital identity networks help to build more
complete views of user risk and intent.
Ultimately, a deeper understanding of digital identity puts BNPL providers in a position to make more accurate
decisions (reducing losses and false declines), while ensuring that legitimate users’ journeys are streamlined
and uninterrupted (helping drive loyalty and improved customer experiences). As a starting point, BNPL
providers should consider aligning with partners that have tools to compile insights on their users’ identities
and make determinations on the risk levels associated with those identities.

This report was commissioned by Callsign, which makes digital life smoother and safer by helping
organizations establish and preserve digital trust so that people can get on with their digital lives. If you’d
like to read more on this topic, the following report looks at the consequences of fraud for BNPL services,
how it affects consumer trust and the impact it has across BNPL providers, merchants and banks.
Visit https://www.callsign.com/knowledge-insights/bnpl-research-report-2022 to download the report,
or email charlie@callsign.com to talk to Callsign directly.
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